Supplementary Material for:
Selection of Source Images Heavily Influences the
Effectiveness of Adversarial Attacks

A L, norms and perturbation visibility

Although we guarantee the discretization property, in order to maintain comparability with
the literature, the perturbation amounts reported in the main text (both L, and L.,) are calcu-
lated based on the assumption that pixel values lie in [0, 1]. Based on this, we calculate the
L, and L., distance between two vectors with size k = 3 x 224 x 224 (channel x height x
width) as follows:

LQ(xv%): ||x_£||27 (D
Lo (x,%) = max(|x —X|), )

where x and X represent an initial (source) image and its adversarial counterpart, respectively.
In Figure I, we provide a number of qualitative examples that illustrate the measurement of
perturbation visibility.

B Non-adversarial perturbations

In the main text, we compare the adversarial transferability of images modified through
adversarial perturbation with that of images changed through non-adversarial noise. The
different types of non-adversarial noise we employ are (1) uniform noise, (2) normal noise,
and (3) change in contrast. For the aforementioned types of noise, we initialize a vector
p = 0 € R¥ that has the same size as the input, filling its values as described below, with all
non-adversarial perturbation generation methods respecting the L., perturbation limit set for
PGD, hereby using IT¢_33.

Uniform noise — Similar to the usage of PGD, we rely on an iterative approach for the
application of uniform noise. As such, each of the elements of p is sampled from a uni-
form distribution U[—1, 1]. However, instead of using the values themselves, we use their
signature, applying perturbation as follows:

(&]n 1 =Te([X]n + [Pln) ; [Pa]n ~ sign(@[-1,1]). €)

with [%]; = x. Similar to the usage of PGD, if the “adversarial example” created this way
does not achieve model-to-model transferability, we perform the same operation four more
times.

Gaussian noise — Instead of an iterative approach, we follow a different methodology for
the application of Gaussian noise. We sample only one noise vector, with every element of
this vector originating from a Gaussian distribution with zero mean and standard deviation
10. We then apply this noise vector to the data point at hand as follows:

% =Te(x+p), p ~ N(0,10%). )

If the resulting image does not achieve adversarial transferability, we perform the same op-
eration up to ten times more, with newly sampled values from the same normal distribution.



Change in contrast— A change in contrast in the image domain means that all pixel
values are modified with the same value. To that end, we evaluate all possible values within
the allowed L. limit, creating a set of adversarial examples originating from an input image
as follows:

X = {& |y =x+1xb,b e {-38,...,38}}. )

C Detailed transferability graphs

In Figure II and Figure III, we provide the model-to-model transferability plots presented
in Figure 2 in the main text, but in a higher resolution and with more details. In addition to
the untargeted transferability details provided in the aforementioned figures, in Figure IV, we
provide the targeted adversarial transferability success of the produced adversarial examples.

In Figure V, Figure VI, and Figure VII, we provide detailed model-to-model transfer-
ability details for (left) fragile and (right) hard images, respectively, as identified with the
help of non-adversarial perturbations. R

In Figure 3(b) of the main text, we histogrammed 7 (®, X (A)7y) for all adversarial ex-
amples, hereby displaying the transferability count of the source images. In Figure VIII, we
provide the same information with T(@,/'? @), ¥), but specifically for adversarial examples
created through the use of individual attacks.

D Correlation between transferability and perturbation

In Figure IX, we plot the adversarial transferability count for each source image, as obtained
with T(0,X (A),y), against the minimum required L, perturbation to achieve adversarial
transferability D{z’w} (0, X (A)), for all adversarial examples, as well as the subset of adver-
sarial examples produced with individual attacks. Here, we observe a mild negative correla-
tion between the added noise and the transferability count, where the adversarial examples
originating from source images that achieve higher transferability counts are also the ones
that require less perturbation.

E Required perturbation for adversarial transferability

In Figure 5 of the main text, we provided, for ViT-B, the L, .., norms of adversarial per-
turbations obtained through the usage of a number of source images, where this number is
progressively reduced based on the transferability count of those images. From Figure X to
Figure X VI, we provide the same results for the other models and for all adversarial attacks.
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Figure I: Application of adversarial perturbations to images.
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Figure II: Number (proportion) of source images that achieved (untargeted) adversarial trans-
ferability through the usage of (left) PGD, (right) CW, and (bottom) MI-FGSM. Adversarial
examples are generated from the models listed on the y-axis and are tested on the models
listed on the x-axis.
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Figure III: Number (proportion) of source images that have their classification changed
through the usage of non-adversarial perturbation.
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Figure IV: Number (proportion) of source images that achieved (targeted) adversarial trans-
ferability through the usage of (left) PGD, (right) CW, and (bottom) MI-FGSM. Adversarial
examples are generated from the models listed on the y-axis and are tested on the models

listed on the x-axis.
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Figure V: Number (proportion) of source images that achieved (untargeted) adversarial trans-
ferability through the usage of PGD for source images taken from (left) Sy, and (right) S.
Adversarial examples are generated from the models listed on the y-axis and are tested on
the models listed on the x-axis.
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Figure VI: Number (proportion) of source images that achieved (untargeted) adversarial
transferability through the usage of CW for source images taken from (left) S7, and (right)
Sy. Adversarial examples are generated from the models listed on the y-axis and are tested
on the models listed on the x-axis.
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Figure VII: Number (proportion) of source images that achieved adversarial transferability
through the usage of MI-FGSM for source images taken from (left) Sy, and (right) Sj.
Adversarial examples are generated from the models listed on the y-axis and are tested on

the models listed on the x-axis.
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Figure VIII: Histogram of source images and their transferability count according to
T(0,X (A), ¥), calculated with (top) all adversarial examples and (bottom three) individual
attacks.
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Figure X: Source images that achieved adversarial transferability to AlexNet are selected
based on transferability count, with 7(®, X y) > {1,20,30}. The minimum amount of
perturbation required for creating adversarial examples from these source images is his-
togrammed, measuring the perturbation using d,(x, X)), with p € {2,00}. The median
perturbation, as well as the 25th and the 75th percentile, are provided in order to improve
interpretability.
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(c) Adversarial examples transferred to SqueezeNet with MI-FGSM.

Figure XI: Source images that achieved adversarial transferability to SqueezeNet are se-
lected based on transferability count, with 7(®,X™ y) > {1,20,30}. The minimum
amount of perturbation required for creating adversarial examples from these source im-
ages is histogrammed, measuring the perturbation using d,(x, X)), with p € {2,e0}. The
median perturbation, as well as the 25th and the 75th percentile, are provided in order to
improve interpretability.
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(a) Adversarial examples transferred to VGG-16 with PGD.
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(b) Adversarial examples transferred to VGG-16 with CW.
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(c) Adversarial examples transferred to VGG-16 with MI-FGSM.

Figure XII: Source images that achieved adversarial transferability to VGG-16 are selected
based on transferability count, with 7(®, X y) > {1,20,30}. The minimum amount of
perturbation required for creating adversarial examples from these source images is his-
togrammed, measuring the perturbation using d,(x, X)), with p € {2,00}. The median
perturbation, as well as the 25th and the 75th percentile, are provided in order to improve
interpretability.
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(b) Adversarial examples transferred to ResNet-50 with CW.
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(c) Adversarial examples transferred to ResNet-50 with MI-FGSM.

Figure XIII: Source images that achieved adversarial transferability to ResNet-50 are se-
lected based on transferability count, with 7(®,X™ y) > {1,20,30}. The minimum
amount of perturbation required for creating adversarial examples from these source im-
ages is histogrammed, measuring the perturbation using d,(x, X)), with p € {2,e0}. The
median perturbation, as well as the 25th and the 75th percentile, are provided in order to

improve interpretability.




—
Al 1600 1100
—~ o= — o
Y- — g2 T I —T
| =3 s T 3 550
Slee - sl e
ol +— S — o 1 ——

i3 s 6 8 10 11 13 14 16 18 0.000 0.015 0.030 0.045 0.060 0.075 0.090 0.105 0.120 0.135 0.150
(=}
Q 800 — 600
Al ge — g

oc — oc —

—~| ® 3400 @ 3 300 e
SN £9 il o
=~ 0 e 0

103 5 6 8 10 11 13 14 16 18 0.000 0.015 0.030 0.045 0.060 0.075 0.090 0.105 0.120 0.135 0.150
c

200 200
Al o — 25th percentile P — 25th percentile
—~| ot Median oc dian
- | ®Jwe B — 75th percentile @ 3 10 il — 75th percentile
SR = 1= ——
0
103 6 8 10 11 13 14 16 18 0.000 0.015 0.030 0.045 0.060 0.075 0.090 0.105 0.120 0.135 0.150
da(x, &PCD)) d.(x, &PCD)

(a) Adversarial examples transferred to DenseNet-121 with PGD.
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(b) Adversarial examples transferred to DenseNet-121 with CW.
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(c) Adversarial examples transferred to DenseNet-121 with MI-FGSM.

Figure XIV: Source images that achieved adversarial transferability to DenseNet-121 are
selected based on transferability count, with 7(®, XY™ y) > {1,20,30}. The minimum
amount of perturbation required for creating adversarial examples from these source im-
ages is histogrammed, measuring the perturbation using d,(x, X)), with p € {2,e0}. The
median perturbation, as well as the 25th and the 75th percentile, are provided in order to
improve interpretability.
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(a) Adversarial examples transferred to ViT-B with PGD.
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(b) Adversarial examples transferred to ViT-B with CW.
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(c) Adversarial examples transferred to ViT-B with MI-FGSM.

Figure XV: Source images that achieved adversarial transferability to ViT-B are selected
based on transferability count, with 7(®, X y) > {1,20,30}. The minimum amount of
perturbation required for creating adversarial examples from these source images is his-
togrammed, measuring the perturbation using d,(x, X'»)), with p € {2,00}. The median
perturbation, as well as the 25th and the 75th percentile, are provided in order to improve
interpretability.
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(a) Adversarial examples transferred to ViT-L with PGD.
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(b) Adversarial examples transferred to ViT-L with CW.
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(c) Adversarial examples transferred to ViT-L with MI-FGSM.

Figure XVI: Source images that achieved adversarial transferability to ViT-L are selected
based on transferability count, with 7(®, X y) > {1,20,30}. The minimum amount of
perturbation required for creating adversarial examples from these source images is his-
togrammed, measuring the perturbation using d,(x, X)), with p € {2,00}. The median
perturbation, as well as the 25th and the 75th percentile, are provided in order to improve
interpretability.



F Error estimates

In the main text, we briefly mentioned the usage of a number of error estimates in order to
measure mistakes made in the prediction of source images. We denote with y the true proba-
bilistic categorical distribution associated with a data point x and assume that ¢ = argmax(y)
is the true class and that y = P(6,x) is the prediction obtained with a model described by its
parameters 6. The error estimates are then defined, in the context of ImageNet, as follows:

1,000 5
MSE(9,y) = T 000 Y =), (6)
) k=0
Q) = “m ™
WD(9,y) = inf |9 —yldn($,y), 8®)

neP(y,y) JRxR

with P (u,v) representing the set of probability distributions on R x R, where the first factor
has marginal distribution # and the second one marginal distribution v. Note that the fourth
estimate used in the main paper, 1 —max(P(6,x)), corresponds to sMAE(,y), since all
source images in this study are initially correctly classified by all models. For this reason,
we omit the mean absolute distance from the set of measured estimates.

From Table I to Table VII, and based on source image filtering, we provide results regard-
ing the transferability and required perturbation for all models considered in this study, when
the adversarial examples are generated from the model that has the highest transferability to
the model under inspection according to Figure II.

G Categorical information

We could observe that a large number of adversarial examples are misclassified into cat-
egories that are semantically close to the categories of their source images. This leads to
the following question: does a misclassification made for ImageNet, where the prediction
is a semantically similar class (i.e., a brown dog breed is misclassified as another brown
dog breed), carry the same weight as a misclassification made by an automated system in a
self-driving car scenario (i.e., a human or a vehicle not identified)?

In Figure XVII, we provide a number of qualitative examples where the adversarial ex-
amples on the left are misclassified into the categories on the right. Note that both categories
are semantically very similar to each other. As such, we believe an important item for fu-
ture work is the analysis of misclassification categories, taking into account the semantic
similarity of classes.



(617) Lab coat ———— P (697) Pyjama
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Figure XVII: Adversarial examples shown on the left are misclassified into similar categories
shown on the right, by multiple models used in this study.



Table I: The lowest, the highest, and the average transferability, as well as the L, .., pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from ViT-L and tested on AlexNet.

All images Hard images Easy (fragile) images Filtered images
S | So<i0 Sp<a5s | Sp>90 S0>75 | S\(8g<10USp=90)  S\(Sg<25USg=75)
Source images in set: 19,025 | 1,904 4,758 | 1,904 4,758 | 15,219 9,511
Low 28.1% 0.4% 2.2% 85.4% 71.0% 26.7% 25.8%
PGD Avg 34.2% 1.7% 4.7% 88.2% 75.1% 31.5% 30.1%
z High 40.4% 1.9% 6.2% 90.9% 79.4% 36.1% 33.4%
g Low 6.1% 0.0% 0.0% 58.7% 36.3% 9.1% 2.3%
Z cw Avg 12.5% 0.0% 0.2% 62.4% 41.5% 10.1% 4.0%
£ High 18.2% 0.0% 0.6% 66.2% 48.0% 123% 5.1%
Low 89.5% 76.2% 80.3% 97.2% 96.2% 92.6% 93.4%
MI-FGSM Avg 94.2% 80.6% 83.2% 98.9% 97.5% 9%4.1% 94.5%
High 98.4% 84.1% 85.5% 99.5% 99.0% 96.3% 96.1%
Low 7.15/0.07 7.81/0.09 9.08/0.10 543/004  6.40/0.06 8.04/0.09 8.71/0.10
PGD Avg 7.52/0.08 9.76/0.12 9.58/0.12 5.70/0.05 6.73/0.06 8.59/0.09 9.01/0.10
= High 8.50/0.09 11.3/0.14 10.75/0.13 5.95/0.05 7.01/0.07 9.07/0.10 9.52/0.11
=8
N Low 2.35/0.07 —/— 2.58/2.58 2.12/006  2.31/0.07 2.78/0.08 2.93/0.09
Eg oW Avg 2.69/0.08 —/— 2.95/0.13 2.23/0.07 2.54/0.07 3.15/0.08 3.4170.09
&= High  3.11/0.09 —/— 4.11/0.14 2.37/0.07 2.75/0.08 3.4170.09 3.78/0.10
Low 18.1/0.07 26.710.10 26.170.10 10.1/0.03 12.1/0.04 19.3/0.07 19.3/0.07
MI-FGSM Avg 19.8/0.07 27.170.10 26.5/0.10 10.7/0.03 13.3/0.05 19.8/0.07 19.9/0.07
High  20.3/0.07 27.7/0.11 27.1/0.10 11.5/0.04 14.5/0.05 20.6/0.07 20.8/0.07

Table II: The lowest, the highest, and the average transferability, as well as the Ly; ..y pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from AlexNet and tested on SqueezeNet.

All images Hard images Easy (fragile) images Filtered images
s | So<io Sp<2s | Sps00 8p>75 | 8\(Sg<10YSp>00) S\ (8g<25USp>75)
Source images in set: 19,025 | 1,904 4,758 | 1,904 4,758 | 15,219 9,511
Low 41.2% 3.9% 9.1% 92.5% 82.8% 41.9% 39.6%
PGD Avg 47.8% 5.6% 13.0% 94.0% 86.6% 47.3% 43
2z High 54.8% 7.2% 16.9% 96.4% 90.2% 51.2% 50.4%
£
g Low 61.3% 22.4% 34.3% 95.3% 90.8% 63.5% 65.5%
Z cw Avg 68.4% 26.3% 38.7% 97.0% 93.2% 70.0% 69.0%
£ High 74.2% 30.7% 44.4% 98.2% 96.0% 73.5% 73.1%
Low 94.1% 88.4% 90.1% 98.9% 97.5% 95.6% 95.8%
MIFGSM  Avg 96.2% 90.3% 92.2% 99.5% 98.5% 96.4% 96.5%
High 97.5% 92.6% 93.8% 99.9% 99.3% 97.2% 97.2%
Low  672/0.05 | 897/0.09 8.73/0.09 448/0.03  5.63/0.04 7.5510.07 8.03/0.07
PGD Avg 7.34/0.06 | 9.61/0.10 9.28/0.10 473/003  5.95/0.04 7.93/0.07 8.38/0.07
= High  7.91/0.07 10.2/0.11 9.84/0.11 498/003  6.29/0.05 8.30/0.08 8.60/0.08
=N
£3 Low  7.61/0.11 1047014 1026/0.14 | 435/0.09  5.99/0.11 8.34/0.12 8.97/0.12
2 W Avg 8.37/0.13 113/0.14  10.82/0.14 | 4.65/0.09  6.04/0.11 8.86/0.13 9.23/0.13
[ High ~ 9.05/0.13 11.8/0.14  11.35/0.14 | 494/0.10  648/0.12 9.35/0.13 9.61/0.13
Low 15.9/0.07 | 24.7/0.08 22.170.07 7.1/0.02 10.3/0.03 16.7/0.06 16.7/0.06
MIFGSM  Avg 16.8/0.07 | 25.3/0.09 22.6/0.08 8.1/0.02 10.8/0.03 17.170.06 17.2/0.06
High ~ 17.5/0.08 | 25.8/0.09 23.5/0.08 8.6/0.02 11.570.04 17.410.07 17.5/0.07




Table III: The lowest, the highest, and the average transferability, as well as the L{27w} pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from DenseNet-121 and tested on VGG-16.

All images Hard images Easy (fragile) images Filtered images
§ | Sp<wo Sp<2s | Sg>90 S0>75 | S\(p<10USg>00)  S\(E0<25US0>75)
Source images in set: 19,025 | 1,904 4,758 | 1,904 4,758 | 15,219 9,511
Low 27.2% 3.2% 7.3% 72.0% 56.4% 27.4% 28.5%
PGD Avg 33.6% 5.4% 10.2% 75.4% 61.4% 31.9% 31.4%
2z High 39.8% 7.5% 14.4% 78.9% 66.3% 36.1% 36.0%
g
g Low 12.2% 0.1% 1.4% 51.5% 33.5% 9.4% 9.6%
Z cw Avg 16.7% 0.8% 2.8% 55.8% 38.6% 13.8% 12.7%
£ High 21.6% 1.5% 4.7% 60.1% 43.8% 18.3% 16.5%
Low 87.4% 71.7% 80.3% 94.5% 91.4% 89.4% 89.6%
MI-FGSM Avg 90.5% 80.0% 84.1% 95.6% 94.3% 90.2% 90.6%
High 92.4% 82.8% 88.4% 97.2% 96.5% 92.3% 92.2%
Low 6.33/0.05 7.95/009  7.87/0.08 4.80/0.04  5.61/0.05 7.06/0.06 7.23/0.06
PGD Avg 6.93/0.06 8.56/0.09  8.53/0.09 506/004  5.98/0.05 7.4410.07 7.62/0.07
e High  7.41/0.08 9.16/0.10  8.86/0.10 5307004  6.32/0.06 7.84/0.08 7.98/0.07
Z § Low 2.66/0.07 3.93/0.08  3.06/0.08 296/0.06  2.55/0.07 3.08/0.08 3.22/0.08
Zg  ow Avg 3.10/0.08 475/0.10  3.74/0.10 246/007  2.77/0.07 3.41/0.08 3.52/0.08
2= High  3.50/0.09 531/0.14  435/0.11 2.61/0.08  3.00/0.08 3.74/0.09 3.82/0.09
Low 19.7/0.06 | 25.6/0.09  23.4/0.08 13.1/0.04 15.4/0.05 19.9/0.06 19.9/0.06
MLFGSM  Avg 20.4/0.07 26.1/0.09  24.7/0.08 13.5/0.04 16.0/0.05 20.3/0.06 20.4/0.06
High  21.1/0.07 27.0/009  25.8/0.09 14.2/0.05 16.9/0.06 21.0/0.07 21.0/0.07

Table IV: The lowest, the highest, and the average transferability, as well as the L{zjm} pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from DenseNet-121 and tested on ResNet-50.

All images Hard images Easy (fragile) images Filtered images
s | So<i0 Sp<2s | Sg>90 S0>75 | S\(p<10USg>00)  5\(E0<25US0>75)
Source images in set: 19,025 1,904 4,758 1,904 4,758 15,219 9,511
Low 23.9% 5.2% 6.9% 65.8% 50.1% 23% 21.5%
PGD Ave 20.4% 7.4% 9.8% 9.2% 55.8% 27.1% 25.9%
z High 352% 9.8% 13.1% 72.8% 61.2% 32.6% 30.6%
=
2 Low 10.3% 0.8% 1.6% 43.8% 29.0% 8.7% 8.4%
e cw Ave 15.0% 1.7% 32% 48.6% 337% 12.4% 11.5%
£ High 19.8% 28% 52% 52.5% 39.2% 16.1% 15.2%
Low 63.1% 50.1% 533% 79.5% 75.7% 64.5% 65.6%
MLFGSM  Ave 68.2% 53.2% 57.8% 81.7% 79.5% 69.7% 69.8%
High 72.5% 56.3% €2.7% 84.1% 82.1% 74.2% 72.9%
Low 6417006 | 750/008  747/0.08 | 528/004  586/005 6.97/0.07 7.00/0.07
PGD Avg  697/0.07 | 801/009  8.10/0.09 | 554/005  625/0.06 73970.08 7.52/0.08
. High  7.50/0.08 | 853/0.10  865/0.10 | 578/006  649/006 7.0970.08 7.9370.08
34 Low  277/007 | 295/008  297/08 | 242/005  268/007 3.15/0.00 322/0.00
Ea ow Avg 3217008 | 341/009  358/09 | 259/006  291/007 3.50/0.00 3.58/0.00
3= High  3.66/0.10 | 389/010  436/011 | 275/0.07  3.18/0.08 3.83/0.10 3.90/0.10
Low  207/0.07 | 267/009  251/009 | 147/005  169/0.06 21.1/0.07 2127007
MLFGSM  Avg  222/007 | 27.7/009  265/0.09 | 155/005  17.9/0.06 2257007 226/0.07
High  236/0.08 | 286/010  27.7/010 | 164/005  192/006 23.6/0.08 235/0.08




Table V: The lowest, the highest, and the average transferability, as well as the L{z_’w} pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from ResNet-50 and tested on DenseNet-121.

Allimages Hard images Easy (fragile) images Filtered images
s | So<i0 So<as | Sg>00 S0>75 | S\Gp<10USp>00)  5\(80<25USp>75)
Source images in set: 19,025 1,904 4,758 1,904 4,758 15,219 9,511
Low 213% 32% 47% 9.7% 50.8% 19.9% 18.3%
PGD Ave 27.7% 5.4% 7.8% 732% 57.4% 24.8% 2.9%
z High 34.0% 7.5% 10.7% 77.7% 63.0% 29.7% 27.0%
£
£ Low 9.1% 03% 0.7% 47.9% 47.9% 7.2% 6.7%
Z cw Ave 13.6% 1.2% 1.9% 527% 52.7% 10.5% 8.7%
g High 19.1% 23% 34% 56.6% 56.6% 14.0% 12.0%
Low 64.2% 48.2% 52.2% 76.9% 65.0% 64.1%
MLFGSM  Avg 68.6% 51.7% 56.8% 79.3% 68.8% 69.4%
High 72.3% 54.5% 61.5% 83.5% 73.0% 74.6%
Low  6.09/0.06 | 7.08/007  7.15/007 | 483/0.04  560/0.05 6.86/0.07 7.10/0.07
PGD Avg 6747007 | 788/008  791/008 | 5.11/004  596/0.05 73170.07 7.51/0.07
5. High  7.35/0.08 | 862/009  858/009 | 537/005  630/0.06 7.7510.08 7.93/0.08
R Low 2447007 | 202/006  266/007 | 2.18/0.06  2.18/0.06 283/0.08 2.88/0.08
S ow Avg  285/008 | 3.03/008  339/009 | 232/006  232/0.06 3.18/0.09 3217009
&= High ~ 327/009 | 411/0.10  3.99/0.11 | 246/0.07  246/0.07 353/0.09 358/0.09
Low  206/007 | 27.3/009  257/009 | 132/0.04  152/0.05 21.2/007 21.3/007
MLFGSM  Avg  220/007 | 285/0.09  27.4/0.09 | 141/004  17.7/0.06 22.1/0.08 222/0.08
High  23.1/0.08 | 296/010  284/010 | 151/005  185/0.06 23.0/0.08 23.0/0.08

Table VI: The lowest, the highest, and the average transferability, as well as the L{z,m} pertur-
bations, are provided for adversarial examples created by randomly sampling 1,000 source
images 10,000 times from the datasets provided in the second row. Statistics are provided
using adversarial examples that are created from ViT-L and tested on ViT-B.

All images Hard images Easy (fragile) images Filtered images
8 So<10 Sp<2s 50>90 80>75 | 8\(g<10U80p>00)  8\(8g<25US0>75)
Source images in set: 19,025 | 1,904 4758 | 1,904 4,758 | 15,219 9,511
Low 61.7% 48.1% 49.9% 83.2% 76.5% 60.7% 61.0%
PGD Avg 67.2% 52.6% 54.4% 86.0% 80.8% 66.6% 66.5%
z High 74.0% 57.1% 60.3% 89.0% 84.7% 71.4% 71.1%
z
[ Low 20.6% 9.5% 9.4% 52.8% 40.3% 19.9% 19.5%
Z cw Avg 26.7% 12.3% 13.4% 56.9% 45.5% 24.7% 23.9%
£ High 33.4% 15.2% 17.5% 61.4% 50.4% 29.5% 28.3%
Low 80.1% 75.9% 76.9% 89.9% 86.2% 81.9%
MI-FGSM ~ Avg 84.6% 78.4% 80.2% 91.2% 89.5% 85.2%
High 89.2% 80.5% 83.5% 93.5% 92.1% 88.4%
Low  649/006 | 7.40/0.07  7.38/007 | 4.94/0.04  557/0.05 6.81/0.06 6.87/0.06
PGD Avg 693/0.07 | 771/007  770/0.08 | 521/004  5.98/0.05 7.14/0.07 7.20/0.07
s High ~ 7.35/0.07 | 8.03/0.08  8.04/008 | 554/005  634/0.06 7471007 7541007
z ;§ Low  239/007 | 264/0.08  258/007 | 198/0.06  220/0.06 254/0.08 2.63/0.08
ER e Avg 264/0.08 | 287/008  2.88/0.08 | 2.11/006  2.37/0.07 27710.09 2.82/0.08
e~ High ~ 291/009 | 3.12/0.09  3.15/009 | 231/007  255/0.08 2.99/0.09 3.05/0.09
Low 150/0.05 | 188/006  17.0/0.06 | 11.0/0.04  12.9/0.04 15.2/0.05 15.0/0.05
MIFGSM  Avg 169/0.05 | 197/007  182/0.06 | 11.7/004  138/0.05 16.4/0.06 16.2/0.06
High  175/006 | 195/0.07  195/006 | 123/0.04  14.5/0.05 17.6/0.06 17.5/0.06




Table VII: The lowest, the highest, and the average transferability, as well as the L{ZM}
perturbations, are provided for adversarial examples created by randomly sampling 1,000
source images 10,000 times from the datasets provided in the second row. Statistics are
provided using adversarial examples that are created from ViT-B and tested on ViT-L.

All images Hard images Easy (fragile) images Filtered images
s So<10 Sp<25 50>90 S0>75 S\(S<10USg>90) S\ (80<25YS0>75)
Source images in set: 19,025 | 1,904 4,758 | 1,904 4,758 | 15,219 9,511
Low 38.7% 27.7% 69.2% 57.9% 38.8% 37.8%
PGD Avg 44.7% 32.2% 72.8% 63.0% 43.5% 42.0%
z High 51.2% 37.2% 77.4% 69.7% 47.3% 45.4%
g
g Low 9.4% 2.0% 2.9% 40.1% 25.8% 10.1% 8.7%
%z cw Avg 14.6% 3.8% 5.3% 44.2% 30.8% 13.5% 11.0%
£ High 19.2% 5.4% 8.0% 49.7% 35.7% 17.7% 14.2%
Low 59.1% 48.1% 52.9% 72.8% 67.1% 59.0% 58.9%
MLFGSM  Avg 63.6% 50.3% 56.2% 75.7% 75.5% 63.5% 63.1%
High 68.2% 53.7% 59.5% 78.1% 76.6% 68.1% 67.4%
Low  600/0.05 | 679/0.07  667/0.06 | 4.68/0.03  531/004 6.27/0.06 6.41/0.06
PGD Avg 649/006 | 7.14/007  7.10/0.07 | 498/004  567/0.05 6.76/0.06 6.88/0.06
s High  7.01/0.07 | 7.54/0.08  749/0.08 | 526/0.04  6.01/005 6.98/0.07 7.14/0.07
ERD
£3 Low 1.88/0.06 | 209/008  2.13/007 | 172/005  1.85/0.06 2.08/0.06 2.02/0.06
Eg oW Avg 225/008 | 256/0.09  253/008 | 185/005  2.05/0.06 2.42/0.07 2.40/0.07
e High ~ 271/0.09 | 291/0.10  284/0.09 | 1.94/0.06  287/007 2.74/0.08 2.63/0.07
Low 155/005 | 192/007  188/0.06 | 112/004  13.3/0.04 16.8/0.05 16.470.05
MLFGSM  Avg 17.6/0.06 | 21.7/007  192/0.06 | 12.6/0.04  14.6/0.05 17.5/0.05 17.1/0.05
High  182/0.06 | 225/0.08  205/0.07 | 139/0.04  157/005 18.1/0.06 18.0/0.06




